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(54) INFORMATION-CIPHERING METHOD AND DATA 
COMMUNICATION SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To transfer data by mode of 
not ciphering a header field in a physical layer by 
dividing into function layers in which data transferring 
systems are different at each layer of different data 
frame structure. 

SOLUTION: A not ciphered sub-block (plain text in) is 
ciphered from a network side and transferred to a mobile 
station(MS) side as a ciphered block (ciphered text). A 
block counter (BLCNT) is set to be an initial value by a 
set line signal (clear) at the time of starting a data 
frame of each adaptive layer and generates a data count 
(count (b)). A ciphering algorithm A8 calculates an 
output bit string (block 1) for each block from a 
prescribed ciphering key Kc and the count (b). A network 
side obtains a text by bit-adding a block 1 to the plain text. 
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[0 0 2 2] 
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[0 0 2 4] - *K-f >- h-W—r/l'ftf'f is b—* 
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- Wyh-y^-^fWyF-^y (pt 
m-g) te, »li]a/^-/rt^»iJSM s ov/i^f 
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8EK3t^*LfcJ:5t-, ( = s^a Wcon 

nection)) <Z>r — *i& s l^ S^T" 

m^<D\$L<Dmx'pt£< t fcSi55>wi-iis-&{b*axSo g 

t^LT, Citify b • * b y ^^atf/StT^ 
10 tfSttS J: 5*^ffi"e»ff^t;SixSo ffSHHfctrs/ h • * 

^WLTfls dt y XjU J: o TTF^Sc * tltl/^ S (DtfrfttiZ b 
[0 0 2 6] lEL^T V^^fcMfLX* t*— * • 7 1/- 

ntt&;xmmirz>^b&x$, count 

(7J^>^ h) fe\ Bf^tT/w=fy X^fdA^Sn. i/v' 
20 — Bjp-g-wass^, 7=—^ * 7y^^^y7 
*£ffit^t^x^5o 0U;Ui, T DMA (9 4 J* -7 s 

4 >- • -e/^^/V- • T^ir^dime Division Mul 

tiple Access) ) ^^r^tli, GSM0OJ:5i-, %S 

JxS-g-Srfflv^Sr fc^ST?#So L^L*dSe>, GP 
RSV^f^^'; h • y*f-^s? • ^yfn-7 
SGSNH TDMA7y-AS^^,f, ^^T^ 

f2\ ^SMW^^r-K c ^ J:oT*^^tb 

So 

[0 0 2 7] Bff-g-^SaxS^*^— ^<7?att, 
m\Z-^^X^t>Z>$K fft^k^e^^tbfcx — ^Sr»* 

40 ^Zf~y& >y?(7)^2<D}?>y bmg^ikT/ls^V X 

J*<Dm 2 b^X^>Xm, Bff#{k**t5o GPRS 

v-^x^-C^, f-^-^n 0iJ^L^\ *G 

SMv-^x^(-*5ttS J: 114 if 5y h-efc 1 ? 5 

[0 0 2 8] GSMy^f^tU SK^MSti. — 
(i— ocortP^b^ — K c fctj-Srffll/^ r. b So G 

50 PRSy^rm &Wsm&. «-ffiJK^S*S^®ie: 
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ioT^SntV^CO^S LVMBB^Bf-g-ffc* — K 

x^yggJK (ptp, ptm) ^[HB^icwr^r i^-e 

^ COUNTRY pItBT?*>ixfi*fcTLL 
I (^iEJRStbfc^a • #^>^B LCNT^fCO 
U NT b W^yfb) £r^fr 0 04li, fl£^"fb £ 2xT 
^ftV^-^Py^ (^l/-T >- • h • ^ V) & 10 

*y M7-^^e>»Bb»— ie^b$*tT (Bt^Htsax*: 

-fx*?? • ^^^^COfitCOUNTbfi, Pf 
^ritrf^ y9 B LOCK 1 <7?ft^;fe^TJBv^ft5o 

71/- A<Z>BM&t£*5V^ K^9>f>' "^yT (clear) 
OUNT^fift Bf-PHbT/I^y XAA 5 i^A^f ^tb/c 20 
F • ^ h y ^9* (B LOCK 1 
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^5 r ^:i^:*5V^Tla4(©||^fifi»J^:^iS>fc§o 

[0 0 2 9] 7l/^-^>ry7^--M4g^ 

IKBU^fcJn* T*!l<Z>*aft& IrIJWt*— ^COUN T{itt<£> 40 
GSNf;i&b-£5tf>T% £JfiJSS»B'JT-tt\ ^s/M7-^ 
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[0 0 3 2] e) wgij^dseaisaxfc^— ^ • 7 A 
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